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Synopsis:
IT Services is committed to ensuring the integrity of the IT and telephony systems within Derby College Group (DCG) and complying with the legislation governing their use.  This document is intended to cover those areas identified as being a potential risk and define the policy relating to how each is addressed; it is not intended to go into detail with regard to the technical and procedural application of the measures.   
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Policy Statement
IT Services is committed to ensuring the integrity of the IT and telephony systems within Derby College Group (DCG) and complying with the legislation governing their use.  This document is intended to cover those areas identified as being a potential risk and define the policy relating to how each is addressed; it is not intended to go into detail with regard to the technical and procedural application of the measures.   

This document should be read in conjunction with DCG’s Acceptable Use Policy and e-Safety Policy especially with reference to the use of electronic mail facilities and Internet access.  
Definitions
DMZ is the De-militarized zone. This acts as a midway point between the internet and our own private network.

VPN is the Virtual Private Network. This allows a secure, encrypted point to point connection to be established.

MDM is the mobile device management system which can remotely support and deploy to laptops, tablets and mobile phones.

MFA is the Multifactor authentication designed to eliminate or mitigate any risk of leaked credentials being used against DCG for cyber-crime purposes.

Zero Trust is a security concept that authenticates users and/or devices prior to allowing any network communication to protected services.
Principles
[bookmark: _Toc527451831]PHYSICAL SECURITY
[bookmark: _Toc527451832]
Introduction

This element of the Security Policy covers the physical protection of equipment and media and as such the data and systems they hold.  This incorporates the securing of locations, including team offices, storage and server rooms, fire suppression, data backup tapes and the prevention of theft or damage to the equipment whilst both on and off DCG premises. 

[bookmark: _Toc527451833][bookmark: _Toc165267416]Secure Locations

AIM
To restrict physical access to critical areas including the server room, team offices, network cabinets, etc.

CONTROLS
· All identified rooms will be secured by a lock/swipe card requiring a key, key code or swipe card.  These keys or codes will be available as follows,
· Server Room 	Infrastructure Team
· Team offices 	All IT Services employees
· Network Cabinets (minus Server Room) 	All IT Services employees

· Any person not authorised for access to a specific area must be accompanied at all times by an authorised employee.

RELATED PROCEDURES
Distribution and change management of codes
[bookmark: _Toc527451834][bookmark: _Toc165267417]
Fire Suppression

AIM
To prevent damage to critical equipment and data due to fire.

CONTROLS
· The main central server and comms room at the Roundhouse will be protected by a fire suppression system.
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On-site Equipment

AIM
To prevent theft or vandalism of equipment.

CONTROLS
· IT Services will maintain a record of IT Assets.  This will be subject to a full annual audit.
· IT Services will work closely with Estates to ensure the security of all IT areas.
· As far as possible all new equipment will be ordered with physical security in mind.
· IT Services will work with curriculum areas to tackle instances of vandalism.

[bookmark: _Toc527451836][bookmark: _Toc165267419]Off-site Equipment

AIM
To protect the equipment allocated to individuals for use away from DCG premises.

CONTROLS
· All allocation of equipment is subject to the individual signing to agree to the Terms and Conditions on the IT Equipment Allocation Agreement Form.
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Back-up Security

AIM
To ensure the security of data held on backup service and Microsoft Azure.

CONTROLS
· Data to be encrypted to prevent data loss in the event of loss of tapes.

RELATED PROCEDURES
Backup Procedure
[bookmark: _Toc527451838]
Physical Reuse or Disposal of Assets

AIM
To ensure the destruction of data held on physical media when an asset is disposed of.

CONTROLS
· All equipment that is to be reused on-site will be reformatted and reimaged prior to being re-allocated.
· Upon a piece of equipment being disposed of, any media will be permanently destroyed so no data can be retrieved.  This will be done using a third party company and a certificate of destruction will be obtained for each asset.

RELATED PROCEDURES
IT Equipment Disposal Procedure

[bookmark: _Toc165267421][bookmark: _Toc527451839]NETWORK SECURITY
[bookmark: _Toc527451840]
Introduction

Threats to the integrity of the network come from many sources and all must be considered in preventing unauthorised and potentially harmful access.  As well as potential unauthorised access to data, breaches of the network security could also lead to the misuse of the network facilities and the introduction of viruses and other malicious software, leading to widespread disruption.  Also covered is the policy for web filtering that, as well as acting to protect the network, protects the network users against being able to view inappropriate or offensive materials.
[bookmark: _Toc527451841][bookmark: _Toc165267422]
Firewall

AIM
To provide a secure gateway between the Derby College Group network and other networks, thus preventing unwanted information passing between the two.

CONTROLS
· All firewall ports must be closed between zones until specifically required.
· All changes to the firewall policy must go through a change management process and be approved by the Network and Security Co-Ordinator or Infrastructure Manager.
· Firewall administrative access will be locked to individuals who have had training in administering the different features available.

RELATED PROCEDURES
Identification of ports to open
Monitoring and alert response
Recording of configuration
Applying updates
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DMZ

AIM
To provide a secure method by which Derby College Group can provide information and services for access outside the internal network.

CONTROLS
· All Derby College Group systems and services accessed externally should be hosted in the DMZ, terminated at the firewall or proxied via a suitable secure gateway.
· All external facing services must be approved by the Infrastructure Manager or Director of IT.
· There will be no direct connection from DMZ services to the internal network and all access required should go through the firewall. This access will be logged at packet level.
· All DMZ services will be subject to penetration testing every 6 months and will have scheduled updates every month unless a high priority patch becomes available.

RELATED PROCEDURES
Requests for externally facing services
[bookmark: _Toc165267424]DMZ security maintenance
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Anti-virus/malware

AIM
To prevent unwanted malicious programmes or scripts being deployed across the Derby College Group infrastructure.

CONTROLS
· All servers and clients run anti-virus software to carry out on-access scanning and regular full disk scanning.
· Anti-virus software will be regularly updated.
· E-mail anti-virus will always be hosted externally to reduce the impact of e-mail viruses on DCG network.

RELATED PROCEDURES
Endpoint Protection monitoring and updating procedure
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Anti-spam

AIM
To prevent unwanted e-mails reaching Derby College Group employees and students.

CONTROLS
· All e-mail anti-spam is hosted externally to reduce unnecessary bandwidth usage.

RELATED PROCEDURES
Requests to block/unblock senders
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Secure Socket Layer (SSL/TLS)

AIM
To secure externally facing services by encrypting traffic.

CONTROLS
· Any externally facing service that transfers sensitive data will use TLS, e.g. e-mail, Moodle and SharePoint.

RELATED PROCEDURES
[bookmark: _Toc165267427]Maintenance and Renewal of SSL Certificates

Zero Trust

AIM
To secure externally facing services by restricting all traffic until identity has been proven

CONTROLS
· Wherever possible services should be exposed utilizing DCG’s Zero Trust solution. This blocks all traffic until users authenticate and perform multi factor authentication. 
· Additional controls related to device identity should be enforced via Zero Trust where systems contain Personally Identifiable Information (PII) or similar.
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Web Filtering

AIM
To ensure only appropriate materials are accessed and that Derby College Group supports the e-Safety Policy and complies with all relevant legislation in this respect by controlling and monitoring Internet access.  To control and monitor access for the purposes of ensuring the smooth running of the network.

CONTROLS
· Access to websites is restricted in line with DCG Acceptable Use Policy and e-Safety policy.
· Outbound HTTPS traffic, with the exception of that directed at domains identified as belonging to banking and health categories, will be decrypted at the firewall and compared to block lists. 
· All Internet use is monitored, and records held for at least three months or when the storage becomes full (whichever first).
· Website blocks and unblocks must be approved by the ILT team.
· New web user groups must adhere to the ILT E-Safety Policy and be approved by the ILT team.

RELATED PROCEDURES
How sites are blocked/unblocked
Investigation of suspected AUP breaches
[bookmark: _Toc165267428]
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AIM
To ensure consistent encryption technologies are used.

CONTROLS

· All end user devices that may store PII data will be encrypted using a vendor supported full disk encryption tool, for example Microsoft Bitlocker
· No form of encryption is currently supported other than that specifically mentioned within this document.
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Security Updates/Patching

AIM
To protect servers, clients and network devices against known vulnerabilities and threats.

CONTROLS
· All Microsoft updates are distributed using the appropriate technology.
· All critical Microsoft updates are applied automatically unless serious issues have been identified.
· All updates for network devices will be monitored and applied as the need arises.

RELATED PROCEDURES
Windows update procedure
Firmware procedure
[bookmark: _Toc165267430]
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AIM
To control access to various areas of the Windows environment to prevent misuse and unauthorised alterations or changes.

CONTROLS
· Group Policy and or MDM as appropriate will apply to every client and user on the Derby College Group network.
· Group Policy changes will be tracked with revision control
· Where practicable, server configuration including remote management and local firewall settings will be enforced via Group Policy.

RELATED PROCEDURES
Requests for changing group policy

[bookmark: _Toc165267431][bookmark: _Toc527451850]Non-standard Client Configurations

AIM
To control and enforce the Security Policy in cases of clients not connected to the Derby College Group Domains.

CONTROLS
· No stand-alone PCs are permitted within DCG sites.
· Non Derby College Group domain PCs will only connect to the Derby College Group Infrastructure, including Internet access, through IT Services controlled secure methods.

[bookmark: _Toc527451851][bookmark: _Toc165267432]Automated Security Monitoring and alerting

AIM
To provide insight into abnormal network activity
CONTROLS
· An automated software solution will continually monitor authentication, resource access, etc.
· After creating a baseline for normal activity, the solution will alert the Infrastructure Team on detection of unusual or unexpected activity

RELEATED PROCEDURES
Incident management procedure







[bookmark: _Toc527451852]ACCESS CONTROL
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Introduction

All employees and enrolled students at DCG are entitled to a user account giving them rights to different network services.  All use of the network is subject to the terms of the Acceptable Use Policy which states that a user is responsible for any activity taking place using their account.   This being so, it is important that measures are put into place to ensure that passwords cannot be discovered by anybody other than their ‘owner’.

IT Services employees have accounts that give them elevated access rights at various levels.  It is important that this is managed to only allow individuals the rights they need and so to limit as far as possible the number of people who are able to access sensitive data and vulnerable systems.

In addition, accounts exist with high level privileges to allow IT Services to manage and support the network and services.  The details of these accounts need to be known to many people and closely managed to ensure that they can only be used by those authorised to do so. 

[bookmark: _Toc527451854]User Account and Password Management

AIM
To manage user accounts and the respective password complexity, change frequency and user education.

CONTROLS
· Passwords must be a minimum of eight characters, be of an alphanumeric nature and not personally identifiable, e.g. not the name of your child, pet, partner, etc.
· Passwords used for access to Derby College Group systems should not be re-used elsewhere, i.e.do not use you DCG password for home systems or for services external to DCG.
· Passwords should not be written down unless absolutely necessary and if so, they should be stored in a sealed envelope within a locked document safe
· IT Services will regularly inform users of best practice regarding password use and security.
· Passwords must be promptly changed if is known or suspected that they have been compromised.
· Employee’s user accounts will be automatically disabled at an employee’s end date based on data from the HR system.
· Cases in which an employee or student is suspended from DCG on disciplinary grounds will be dealt with on a case by case basis.  The decision whether their account should be locked during the suspension period lies with the Director of IT.
· Student user accounts will be locked upon completion of their course and subsequently deleted 3 months later unless they are enrolled on a new course with DCG.

RELATED PROCEDURES
Employee Account Creation Procedure
Employee Account De-Activation Procedure
Student Account Creation Procedure
Student Account De-Activation Procedure
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Multifactor Authentication (MFA)

AIM
To ensure that leaked credentials cannot be used to gain access to resources







CONTROLS
· Employee accounts will be protected by MFA when used to access resources outside of DCG campuses
· MFA will not be required when access is attempted on domain joined or MDM compliant devices
· MFA will be required on privileged administrator accounts regardless of physical location
· MFA methods provided will be: Authenticator app, SMS message, alternative email. Registration will be enforced for all users

[bookmark: _Toc527451856]

Access to Data in Shared Locations

AIM
To ensure shared data can only be accessed by those authorised to do so.

CONTROLS
· Only users authorised by the recorded data ‘owner’ will be granted access rights.
[bookmark: _Hlk530565992]
RELATED PROCEDURES
Authorisation and requests for shared areas

[bookmark: _Toc527451857][bookmark: _Toc165267435]Admin/Service Password Management

AIM
To manage administrator and service passwords which need to be known to multiple individuals whilst maintaining security.

CONTROLS
· Administrator passwords will be changed every six months or upon a member of the Infrastructure Team leaving.
· The administrator passwords must be a minimum of 20 characters and must include letters, numbers and symbols including spaces.
· Administrator passwords will only be made known to the Infrastructure Team, the Director of IT and the Infrastructure Team Manager.
· Administrator passwords will be recorded in a password protected password vault. Each user will be provided with their own unique credentials for this vault which will also be protected by MFA
· Service passwords must be changed upon installation and recorded in the software; vault, or stored in a secure off-site location.

RELATED PROCEDURES
Administrator/Service Password Management
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Elevated User Rights

AIM
To ensure users and IT Services employees have only rights to those systems they need in order to protect the network from unauthorised access and changes.

CONTROLS
· Domain administrator rights will only be granted to the Infrastructure Team, Director of IT and Infrastructure Team Manager unless otherwise authorised by the Director of IT
· All members of IT Services are members of the “WSAdmins” group allowing them elevated access to PCs.  Any user requiring elevated rights to a PC falls under the ‘Local Admin Rights’ policy below.
· Any employee with elevated security access will be made aware of the additional responsibilities and restrictions this involves and will be asked to sign an agreement that they understand and will adhere to these.
[bookmark: _Toc527451859][bookmark: _Toc165267437]


Access to Systems

AIM
To ensure only authorised users gain access to key College business systems

CONTROLS
· Installation and access to key College business systems can only be actioned with the authorisation of the named system owner.
· ODBC connections can only be set up by the Business Systems Team or the Infrastructure Team with the permission of the named system owner.

RELATED PROCEDURES
Request for Access to College Business Systems
[bookmark: _Toc527451860][bookmark: _Toc165267438]

Local Admin Rights

AIM
To ensure group policy is enforced as per the ‘Group Policy’ policy above.

CONTROLS
· Local admin rights will not be granted to users on PCs or laptops on a permanent basis unless otherwise authorised by the Director of IT.  In all cases, alternative methods of granting the user what they need will be investigated first.

RELATED PROCEDURES
Laptop Local Admin Rights Procedure.

[bookmark: _Toc527451861][bookmark: _Toc165267439]INFORMATION SECURITY
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Introduction

Responsibility for Data Protection and retention along with Freedom of Information within DCG lies with the Archive/Information and Records Officer with whom IT Services liaise closely to support any action that needs to be undertaken.

In addition, IT Services work to ensure that systems that are being implemented for their own and customer’s use do not breach data protection legislation and respect user’s privacy.
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Data Protection

AIM
To ensure IT Services comply with the DCG Data Protection Policy.

CONTROLS
· IT Services will comply with all aspects of the Data Protection Policy and put in place controls, systems and procedures to support any requirements therein.
[bookmark: _Toc165267441]
[bookmark: _Toc527451864]Freedom of Information

AIM
To ensure IT Services comply with the DCG Freedom of Information Policy

CONTROLS
· IT Services will comply with all aspects of the Freedom of Information Policy and put in place controls, systems and procedures to support any requirements therein.
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Data Retention

AIM
To ensure all data storage and retention complies with the relevant legislation.

CONTROLS
· IT Services will liaise with all relevant parties to ensure a process is put into place whereby all stored data will be classified, and a retention scheme devised.
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Privacy

AIM
To ensure that those members of IT Services who have elevated access rights, do not unnecessarily access data not directly related to their role.

To ensure that remote viewing tools are used responsibly and openly with respect to privacy and Data Protection legislation.

CONTROLS
· IT Services employees must not view or access any user’s files or e-mails without express permission from the Director of IT.
· Any suspicions of AUP breach on the part of College employee must only be investigated by the Director of IT or the Team Manager – Infrastructure.
· Student AUP breaches can be investigated by any member of the Infrastructure Team with the permission of Director of IT or the Team Manager – Infrastructure, unless there is suspicion of illegal activity in which it must be referred to the Director of IT.
· Tools that view the desktop of a user’s session without their knowledge must not be used without the express permission of the Director of IT.  The only tool currently authorised for use is Netsupport School used by tutors/teachers in the classroom situation.

[bookmark: _Toc165267444][bookmark: _Toc527451867]DEVICE MANAGEMENT
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Introduction

All equipment attached to the network must be managed to ensure it remains secure and cannot be accessed by unauthorised individuals.
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Device Password Control

AIM
To secure the setup of network connected devices with remote management capabilities.

CONTROLS
· Any device with remote management capabilities will be assessed and password protected, or remote management disabled.
· The password will meet the requirements of and be managed as per administrator/service passwords.

RELATED PROCEDURES
Administrator/Service Password Management
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BIOS Password Control

AIM
To control access to the BIOS of PCs and control the use of boot passwords.

CONTROLS
· All PCs will have a BIOS password set to prevent users accessing BIOS settings.
· No PC will have a boot password set.
· A standard BIOS password will be used and managed as per administrator/service passwords.

RELATED PROCEDURES
Administrator/Service Password Management

[bookmark: _Toc527451871]Offsite Devices

AIM
To ensure devices that are infrequently or never used when connected directly to Derby College’s internal network

CONTROLS
· Devices should not be joined traditionally to the Active Directory domain to ensure that Group Policy, etc. does not take effect.
· Devices should be joined to Azure Active Directory and DCG’s MDM solution to ensure that users are authenticated correctly, and that security and configuration policy is applied.
· Devices should be configured to pull updates directly from vendor sources to ensure timely updates

[bookmark: _Toc165267447][bookmark: _Toc527451872]

TELEPHONY SECURITY
[bookmark: _Toc527451873]
Introduction

IT Services need to control the cost and prevent misuse of telephony across DCG whilst ensuring the service still meets the diverse needs of its users.  This applies to land lines, mobile telephones and data cards.
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Privacy

AIM
To control the use of conversation and other telephony monitoring.  

CONTROLS
· Telephone conversations are not routinely monitored or recorded.
· The destination and duration of calls made from College mobile and land lines are monitored.
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Voicemail

AIM
To secure and prevent misuse of the DCG voicemail system.

CONTROLS
· All users are encouraged to change the default password for their voicemail box.
· Voicemail passwords are the responsibility of the individual user(s).
· Dial through capability is disabled, thus preventing external users making phone calls via the DCG system from an external telephone.
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Usage Control

AIM
To prevent misuse of telephony, controlling costs and preventing inappropriate usage.

CONTROLS
· Telephones are not situated in open access areas unless secured by restricted dialling rules.
· Rights to call International numbers are subject to SMT approval.
· Calls to premium rate numbers are not permitted in all circumstances.
· The destination and duration of calls made from College mobile and land lines are monitored.
· Access to the internet using mobile data is subject to the AUP.
· Usage and cost of mobile data are monitored in the same way as other telephony.

[bookmark: _Toc527451877][bookmark: _Toc165267451]REMOTE ACCESS
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Introduction

A remote desktop service is available for employees to access the DCG network from a remote location.  There are also other remote access technologies available and in limited use across DCG.

In addition to this, third party companies often request access to a particular system that resides on the DCG network to allow them to effectively provide support.
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VPN/Terminal Services

AIM
To provide secure remote access to the DCG network.

CONTROLS
· VPN will not be used for remote access to the DCG network other than where technologically necessary and must be approved by the Director of IT, the Team Manager – Infrastructure or the Networks and Security Co-Ordinator.
· VPN will only be used on College equipment unless otherwise specified elsewhere in this document.
· Each VPN session will be logged and access will only be granted to the services required by each user.
RELATED PROCEDURES
Request for VPN Access
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Third Parties using Derby College Network via VPN

AIM
To allow third parties, such as support organisations, controlled access to carry out monitoring and support work on Derby College services.

CONTROLS
· Each third party company will need to sign the 3rd Party VPN Request and AUP form. 
· Each third party is provided with a unique username and password with which to access the required service.
· Third party access accounts remain disabled until access is specifically required at which point they are enabled for a fixed period of time.
· Split-Tunnelling will not be available whilst connected to the Derby College network. 
· It is the responsibility of the third party to ensure that unauthorised users do not use the device whilst connected to the VPN. It is also the responsibility of the third party to ensure the connected device has up-to-date firewall policies and anti-virus.
· All activity carried out by third parties is monitored as appropriate.
· Account capability is limited to those activities needed for the specific purpose.
· Where VPN is not an available option to the third party, access will be granted through Derby College's secure remote desktop services environment. 
· In the event of an emergency where both VPN and Remote Desktop services are not available the following services can be used which will need to be monitored by an authorised member of IT Services. This method of remote access will need to be authorised by the Team Manager – Infrastructure or Director of IT each time it is required.
· Access by any other means is prohibited unless specifically authorised by the Director of IT or the Team Manager – Infrastructure.

RELATED PROCEDURES
Request for VPN Access

[bookmark: _Toc527451881][bookmark: _Toc165267454]WIRELESS SECURITY
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Introduction

Wireless networking is becoming increasingly available across DCG and needs to be fully protected against unauthorised access.
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Wireless Data Encryption

AIM
To encrypt data sent across the Derby College wireless network.

CONTROLS

· The primary wireless network will use machine authentication using certificates authorised using the onsite Active Directory certificate authority.
· Any static encryption keys are stored in the password vault as described above.
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Rogue Access Points

AIM
To detect and prevent unauthorised wireless access points.

CONTROLS
· Unauthorised wireless access points are forbidden.
· Any unauthorised wireless access points that are discovered will be immediately disabled.
· The presence of unrecognised wireless signals is monitored continually.

[bookmark: _Toc165267459][bookmark: _Toc527451886]GUEST WIRELESS NETWORK ACCESS
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Introduction

There is an increasing requirement for third parties to access the DCG network for internet access to support conferences, visitors and other events.  In addition to this, employees and students wish to bring their own wireless devices on site and use these to access the internet using the DCG network.

IT Services provide a guest wireless service to support these requirements.
[bookmark: _Toc527451888]
Employee and student guest wireless access

AIM
To control access to the Derby College network by employees and students using non-college owned devices.

CONTROLS
· Employees and students can register their own devices against the guest wireless service.
· Students are allowed to register 3 devices.
· Employees are allowed to register 5 devices.
· All traffic on the guest wireless network is monitored by an IPS and any device found to be transmitting traffic in breach of the AUP will be blocked from further access.
· The guest wireless network is set to deny internode communication.
· Access is subject to compliance with DCG’s baseline requirements for anti-virus and security updates.
[bookmark: _Toc527451889]Third party guest wireless access

AIM
To control access to the Derby College network by devices owned by third parties

CONTROLS
· Access to the Derby College network by devices owned by third parties will only be granted via the guest wireless network.
· Third parties will be limited to Internet access only.
· Third parties are bound by the DCG Acceptable Use Policy with any breach resulting in withdrawal of service.
· All traffic on the guest wireless network is monitored by an IPS and any device found to be transmitting traffic in breach of the AUP will be blocked from further access.
· The guest wireless network is set to deny internode communication.
· Third party registration accounts will only be created by authorised individuals.

[bookmark: _Toc527451890]

CARD HOLDER DATA

Introduction

There is an increasing requirement to provide methods for accepting card payments for resources provided by Derby College.

AIM
To restrict card holder data access to appropriate employees only.

CONTROLS
· Any sensitive card data that is taken will be securely and irrecoverably destroyed after its use. 
· The following information will not be stored:
· The contents of the payment card magnetic stripe (track data) on any media whatsoever.
· the CVV/CVC (the 3- or 4-digit number on the signature panel on the reverse of the payment card) on any media whatsoever.
· The PIN of the encrypted PIN Block under any circumstance.
· The employees handling sensitive cardholder data should ensure:
· Handle cardholder information in a manner that fits with their sensitivity.
· Protect sensitive cardholder information.
· Always leave desks clear of sensitive cardholder data and lock computer screens when unattended.
· Information security incidents must be reported, without delay, to the IT Infrastructure Team.
· There will be no transmission of cardholder data throughout the DCG network.
· Derby College reserves the right to monitor, access, review, audit, copy store, or delete any electronic communications, equipment, systems and network traffic for any purpose.
Scope and Limitations
This policy applies to employees and students of DCG along with anybody who is given authorisation to use the DCG network.  The policy covers the operation and use of all IT and telephony systems and facilities provided by DCG, used on College premises or connected to the DCG network either on College premises or otherwise.
Responsibilities
Responsibility for the creation and implementation of this policy lies with the Director of IT and the Infrastructure Team Manager, plus any other members of IT Services where delegated or specifically mentioned in this policy.
Implementation Arrangements
The contents of this policy are embedded into the operating procedures and practices of IT Services.

The latest version will always be held in the ‘Documentation’ area of the IT Services shared drive and published on the DCG Intranet.

All DCG employees and students sign the Acceptable Use Policy at the time their account is created and state their continued acceptance each time they log on to the network.  In the case of other specific obligations or requirements on behalf of IT users these will be communicated using the IT Services Portal, Administrator e-mail or Moodle as appropriate.

Monitoring and Review
The effectiveness of the DCG IT security arrangements are monitored on an ongoing basis by the Infrastructure team using a variety of tools and systems.  Security events and identified emerging risks are reported back to the IT Services Management Team Meetings as a standing agenda item and recorded within the IT Services call management system.  Where action is necessary to prevent future occurrences or breaches this is recorded and monitored until resolution.  Upon resolution the incident record in the call management software is updated and closed. 

This document will be reviewed annually and updated as necessary.  It should only be updated by the Director of IT or Infrastructure Team Manager.  
Guidelines
All guidelines in relation to this policy are embedded within the relevant procedures.
Procedures
As listed throughout this policy and stored within the IT Services team site location. These procedures are not hyperlinked as they are for IT Services use only.

Distribution and change management of codes
Backup Procedure
IT Equipment Disposal Procedure
Identification of ports to open
Monitoring and alert response
Recording of configuration
Applying updates
Requests for externally facing services
DMZ security maintenance
Endpoint Protection monitoring and updating procedure
Requests to block/unblock senders
Maintenance and Renewal of SSL Certificates
How sites are blocked/unblocked
Investigation of suspected AUP breaches
Windows update procedure
Firmware procedure
Requests for changing group policy
Incident Management procedure
Employee Account Creation Procedure
Employee Account De-Activation Procedure
Student Account Creation Procedure
Student Account De-Activation Procedure
Authorisation and requests for shared areas
Administrator/Service Password Management
Laptop Local Admin Rights Procedure
Request for VPN Access
Request for Access to College Business Systems
Templates / Forms
There are no specific templates or forms relating to this policy.

Related Documents
Information Technology Staff Acceptable Use Policy 
Information Technology Student Acceptable Use Policy
E-safety Policy
Social Media Policy
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