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Policy Statement
This Policy sets out how Derby College Group (DCG) handle the personal data of its customers, suppliers, students, employees, workers and other third parties.

This policy applies to all personal data DCG processes regardless of the media on which that data is stored or whether it relates to past or present employees, workers, students, customers, clients or supplier contacts, shareholders, website users or any other data subject.

This policy applies to all Data Users (” you”, “your”). You must read, understand and comply with this policy when processing personal data on our behalf and attend training on its requirements. This policy sets out what we expect from you in order for DCG to comply with applicable law. Your compliance with this policy is mandatory. Any breach of this policy may result in disciplinary action.

This policy (together with any other documents expressly referred to in it) is an internal document and cannot be shared with third parties, clients or regulators without prior authorisation from the DPO.

All Data Subjects have rights with regard to the way in which their Personal Data is handled. During the course of our activities DCG collect, store and process personal data about its employees, students, parents and other third parties, and we recognise that the correct and lawful treatment of this data will maintain confidential in DCG and will provide for successful business operations. Protecting the confidentiality and integrity of personal data is a critical responsibility that we take seriously at all times.

The objective of this policy is to ensure that DCG acts within the requirements of the Act when collecting, using, retaining and storing personal data and when making it available to third parties.

DCG is committed to a policy of protecting the rights and privacy of individuals (including, employees, students and others) in accordance with the Act.  DCG needs to process certain information about its employees, students and other individuals that they have dealings with for administrative purposes (e.g. to recruit and pay employees, to administer programmes of study, to record progress, to agree awards, to collect any fees, and to comply with DCG’s legal obligations with respect to funding bodies and the Department of Education).
Definitions
Act means the Data Protection Act 2018 which implements the GDPR in the United Kingdom (now known as UK GDPR with effect from January 2020 as we are no longer part of the European Union).

Automated Decision-Making (ADM) when a decision is made which is based solely on Automated Processing (including profiling) which produces legal effects or significantly affects an individual. The UK GDPR prohibits Automated Decision-Making (unless certain conditions are met) but not Automated Processing.

Automated Processing any form of automated processing of Personal Data consisting of the use of Personal Data to evaluate certain personal aspects relating to an individual, in particular to analyse or predict aspects concerning that individual’s performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements. Profiling is an example of Automated Processing.

College means Derby College Group, governed by the Instruments and Articles of Government under the powers of the Further and Higher Education Act 1992. References to “us” “we” and “our” shall mean references to DCG.

Consent means agreement which must be freely given, specific, informed and be an unambiguous indication of the Data Subject’s wishes by which they, by a statement or by a clear positive action, signify agreement to the Processing of Personal Data relating to them.

Data is information which is stored electronically, on a computer, or in certain paper-based filing systems.

Data Controllers are the people or organisations which determine the purposes for which, and the manner in which, any Personal Data is processed.  They have a responsibility to establish practices and policies in line with the Act.  We are the Data Controller of all Personal Data used at DCG. 

Data Privacy Impact Assessment (DPIA) tools and assessments used to identify and reduce risks of a data processing activity. A DPIA can be carried out as part of Privacy by Design and should be conducted for all major system or business change programs involving the Processing of Personal Data.

Data Processors include any person who processes Personal Data on behalf of a Data Controller.  Employees of Data Controllers are excluded from this definition, but it could include external organisations, agencies or third parties which handle Personal Data on our behalf such as an organisation who provides a payroll services for us. 

Data Protection Officer (DPO) the person required to be appointed in specific circumstances under the Act. 

Data Subjects for the purposes of this policy include all living individuals about whom we hold Personal Data.  A Data Subject need not be a UK national or resident.  All Data Subjects have legal rights in relation to their Personal data. 

Data Users include all employees, workers, contractors, agency workers, consultants, directors and members whose work involves using Personal Data.  Data users have a duty to protect the information they handle by following this Policy (and all other policies as notified to it by DCG from time to time). 

DUAA means the Data Use and Access Act 2025 which became legislation in June 2025.  The Data (Use and Access) Act 2025 (DUAA) is an amending Act: the core sections of data protection legislation in the UK will remain the UK GDPR, the Data Protection Act 2018 and the Privacy and Electronic Communications (EC Directive) Regulations 2003.

EEA means the 28 Countries in the EU, and Iceland, Liechtenstein and Norway.

Explicit Consent means consent which requires a very clear and specific statement (that is not just action).

GDPR the General Data Protection Regulation (EU 2016/679).

UK GDPR is the retained EU law version of the General Data Protection Regulation ((EU) 2016/679) (EU GDPR) as it forms part of the law of England and Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018 and as amended by Schedule 1 to the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019 (SI 2019/419).

Personal Data any information identifying a Data Subject or information relating to a Data Subject that we can identify (directly or indirectly) from that data alone or in combination with other identifiers we possess or can reasonably access. Personal Data includes Sensitive Personal Data but excludes anonymous data or data that has had the identity of an individual permanently removed. Personal data can be factual (such as a name, address or date of birth) or it can be an option (such as a performance appraisal or school report, actions or behaviour). 

Personal Data Breach any act or omission that compromises the security, confidentiality, integrity or availability of Personal Data or the physical, technical, administrative or organisational safeguards that we or our third-party service providers put in place to protect it. The loss, or unauthorised access, disclosure or acquisition, of Personal Data is a Personal Data Breach.

Privacy by Design implementing appropriate technical and organisational measures in an effective manner to ensure compliance with the Act.

Privacy Notices (also referred to as Fair Processing Notices) are separate notices setting out information that may be provided to Data Subjects when DCG collects information about them. These notices may take the form of general privacy statements applicable to a specific group of individuals (for example, employee privacy notices or the website privacy policy) or they may be stand-alone, one-time privacy statements covering Processing related to a specific purpose.

Policy means this data protection policy, as amended or updated from time to time.

Processing is any activity that involves the use of the data.  It includes obtaining, recording or holding the data, or carrying out any operation or set of operations on the data including organising, amending, retrieving, using disclosing, erasing or destroying it.  Processing also includes transmitted or transferring Personal Data to third parties.

Sensitive Personal Data includes information about a person’s racial or ethnic origin, political opinions, religious or similar beliefs, trade union membership, physical or mental health conditions, sexual life, sexual orientation, biometric or genetic data, and Personal Data relation to criminal offences and convictions. Sensitive personal data can only be processed under strict conditions and will usually require the Express Consent of the person concerned.

Criminal Offence Data covers a wide range of information about offenders or suspected offenders in the context of criminal activity; allegations; investigations; and proceedings.    

The UK GDPR gives extra protection to “personal data relating to criminal convictions and offences or related security measures”. This is referred to this as criminal offence data.

Principles
We adhere to the principles relating to Processing of Personal Data set out in the Act which required personal data to be:

1. Processed fairly and lawfully and in a transparent manner.
2. Collected only for specified, explicit and legitimate purposes.
3. Adequate, relevant and limited to what is necessary in relation to the purposes for which it is processed.
4. Accurate and where necessary kept up to date.
5. Not kept in a form which permits identification of data subjects for longer than is necessary for the purposes for which the data is processed.
6. Processed in a manner that ensures its security using appropriate technical and organisations measures to protect against unauthorised or unlawful processing and against accidental loss, destruction or damage.
7. Not transferred to another country without appropriate safeguards being in place.
8. Made available to data subjects and data subjects allowed to exercise certain rights in relation to their personal data.

We are responsible for and must be able to demonstrate compliance with the data protection principles listed above.

3.1.	Fair, Lawful and Transparent Processing

3.1.1 	Lawfulness and fairness 

The Act is not intended to prevent the processing of personal data, but to ensure that it is done fairly, in a transparent manner and without adversely affecting the rights of the data subject.

For personal data to be processed lawfully, it must be processed on the basis of one of the legal grounds set out in the Act. This includes, amongst other things:

a. the data subject's consent to the processing;
b. the processing is necessary for the performance of a contract with the data subject;
c. to meet our legal compliance obligations;
d. to pursue our legitimate interest for the purposes where they are not overridden because the processing prejudices the interests or fundamental rights and freedoms of data subjects; or
e. to protect the data subject’s vital interests. 

You must identify and document the legal ground being relied on for each processing activity in accordance with DCG’s guidelines as notified to you from time to time.

3.1.2 	Consent

In some cases, DCG can only process or share personal data with the consent of the data subject. 

Data Subjects are able to withdraw consent; therefore consent should only be relied on as the lawful basis for processing in exceptional circumstances. Where DCG relies on consent as a condition for processing, it will: 
· Ensure the consent is clear and unambiguous (e.g. no pre-ticked opt-in boxes)
· Place consent declarations separate from other terms and conditions 
· Provide clear and easy ways for subjects to withdraw consent at any time 
including contact details of a responsible owner
· Act on withdrawals of consent as soon as possible
· Retain records of consent/withdrawals of consent throughout the lifetime of the 
data processing.

The DPO must be contacted to ensure:
· consent is the appropriate legal basis for the processing in question
· obtaining of consent meets the requirements of UK GDPR open transparency to the data subjects.

If the data is sensitive personal data (i.e. concerning physical or mental health, sexual activities, political or religious views, trade union membership, or ethnicity or race), explicit consent must be obtained. However, agreement to DCG processing some specified classes of personal data (e.g. ethnicity data) is a condition of acceptance of a student onto any course, and a condition of employment for employees. A declaration giving consent to process those specified types of information will be signed by students when enrolment takes place and by prospective employees when an offer of employment is made.

Derby College Group processes criminal offence data, as defined in Article 10 of the General Data Protection Regulation (UK GDPR) and section 11(2) of the Data Protection Act 2018 (DPA 2018). This data must be processed in accordance with the requirements of the GDPR and, where applicable, Schedule 1 of the Data Protection Act 2018 (DPA 2018).  A Criminal Offence Appropriate Policy Document is linked to this Data Protection Policy. 

Attendance information is shared where necessary with parents (or legal guardian).  However, DCG requires students below the age of 18 to consent to the sharing progress information.  Any requests for other information from parents or carers will be considered carefully and permission will usually be requested from the student before that additional information is disclosed.

DCG has found that it is very beneficial to a person’s progress as a student if DCG is able to engage with the parents (or legal guardian/carer).  Therefore, with effect from 1 August 2022, as well as sharing attendance information, if a student is under 18 we will contact their parent(s) or legal guardian throughout their time with DCG to let them know how they are progressing.

On very rare occasions students may not want us to contact a parent or legal guardian and this will be noted on the relevant college system.  We do however have to make sure that everyone studying with us is safe. If a student has asked us not to contact their parent(s) or legal guardian, but we are concerned about their safety, we may still contact them.

Where students are attending college under sponsorship agreements (e.g. with employers), routine reports on academic progress and attendance will be provided to those sponsors.

Please see our Data Protection Consent Procedure and Guidelines, available at Policies, Procedures and Guidelines page on the Derby College Group intranet for further information on when consent should be obtained and how it may be obtained.

3.1.3	Transparency (Notifying Data Subjects)

The Act requires data controllers to provide detailed, specific information to data subjects depending on whether the information was collected directly from data subjects or from elsewhere. Such information must be provided through appropriate Privacy Notices or Fair Processing Notices which must be concise, transparent, intelligible, easily accessible, and in clear and plain language so that a data subject can easily understand them.

Whenever we collect personal data directly from data subjects, including for human resources or employment purposes, we must provide the data subject with all the information required by the Act including the identity of the data controller and DPO, how and why we will use, process, disclose, protect and retain that personal data through a Privacy Notice which must be presented when the data subject first provides the personal data.

When personal data is collected indirectly (for example, from a third party or publicly available source), you must provide the data subject with all the information required by the Act as soon as possible after collecting/receiving the data. You must also check that the personal data was collected by the third party in accordance with the Act and on a basis, which contemplates our proposed processing of that personal data.

If we receive personal data about a data subject from other sources, we will provide the data subject with this information as soon as possible thereafter. We will also inform data subjects whose personal data we process that we are the data controller with regard to that data. 

DCG’s Privacy Notice can be found at Data Protection - DCG (derby-college.ac.uk)

3.2	Purpose Limitation

Personal data must be collected only for specified, explicit and legitimate purposes. It must not be further processed in any manner incompatible with those purposes.

You cannot use personal data for new, different or incompatible purposes from that disclosed when it was first obtained unless you have informed the data subject of the new purposes and they have consented where necessary.

3.3	Adequate, Relevant and Non-excessive Processing 

Personal data must be adequate, relevant and limited to what is necessary in relation to the purposes for which it is processed.

You may only process personal data when performing your job duties requires it. You cannot process personal data for any reason unrelated to your job duties. You must check the accuracy of any personal data at the point of collection and at regular intervals afterwards. You must take all reasonable steps to destroy or amend inaccurate or out-of-date data and where you are unsure of your obligations in respect of this, you should contact the DPO for advice.

You may only collect personal data that you require for your job duties: do not collect excessive data. Ensure any personal data collected is adequate and relevant for the intended purposes.

You must ensure that when personal data is no longer needed for specified it is deleted or anonymised in accordance with DCG’s data retention guidelines.

3.4	Accuracy

Personal data must be accurate and, where necessary, kept up to date. It must be corrected or deleted without delay when inaccurate.

You will ensure that the personal data we use, and hold is accurate, complete, kept up to date and relevant to the purpose for which we collected it. You must check the accuracy of any personal data at the point of collection and at regular intervals afterwards. You must take all reasonable steps to destroy or amend inaccurate or out-of-date personal data.

3.5	Storage Limitation

Personal data must not be kept in an identifiable form for longer than is necessary for the purposes for which the data is processed.

You must not keep personal data in a form which permits the identification of the data subject for longer than needed for the legitimate business purpose or purposes for which we originally collected it including for the purpose of satisfying any legal, accounting or reporting requirements.

DCG will maintain retention policies and procedures to ensure personal data is deleted after a reasonable time for the purposes for which it was being held, unless a law requires such data to be kept for a minimum time.

You will take all reasonable steps to destroy or erase from our systems all personal data that we no longer require in accordance with all DCG’s applicable records retention schedules and policies. This includes requiring third parties to delete such data where applicable.

You will ensure data subjects are informed of the period for which data is stored and how that period is determined in any applicable Privacy Notice or Fair Processing Notice.
We will ensure that all personal data is kept secure. This will be in locked filing cabinets or drawers; be password protected or encrypted if held electronically; or kept secure if stored on any other medium.

We will provide a central facility for the secure, managed archiving of personal (and other) data which is not required for immediate access. Some data may be held at an external storage facility, or may be scanned and held electronically, where appropriate 

The risks of holding data on portable devices, including laptops, memory sticks and mobile phones, will be recognised and all reasonable safeguards taken against loss or unauthorised access.

Where it is essential to post confidential documents then an appropriate service, such as the Royal Mail Special Delivery or another reputable courier service, should be used.
If confidential information must be sent via DCG’s internal mail system, it should be in a sealed envelope and marked ‘confidential’, with the addressee clearly shown.

Voicemail messages and automatic replies to emails should not include any information which is confidential and should not provide details regarding the period or nature of the voicemail user’s absence (e.g. on annual leave).

When photocopying or printing, care should be taken to ensure that original documents and any copies or print outs are removed from the machine.

When disposing of any records which hold personal data, action will be taken to ensure that it is securely and permanently destroyed (e.g. by the use of confidential waste bins or sacks and shredding). All Personal Data must be disposed of in accordance with our Deleting Personal Data Procedure and Guidelines, available at Policies, Procedures and Guidelines page on the Derby College Group intranet.  When disposing of any portable devices which hold personal data, action will be taken to ensure that all data is permanently erased or destroyed.

3.6	Security, Integrity and Confidentiality

3.6.1 Protecting personal data

Personal data must be secured by appropriate technical and organisational measures against unauthorised or unlawful processing, and against accidental loss, destruction or damage.

We will process all personal data we hold in accordance with our Data Security Policy or take appropriate security measures against unlawful or unauthorised processing of personal data, and against the accidental loss of, or damage to, personal data.
We will put in place procedures and technologies to maintain the security of all personal data from the point of collection to the point of destruction. You must follow all such procedures and technologies we put in place to maintain the security of all personal data. 

You must only transfer personal data to third party service providers who agree to comply with those procedures and policies and who agree to put in place adequate security measures in accordance with the requirements of the Act. You are responsible for protecting the personal data we hold. You must exercise particular care in protecting sensitive personal data from loss and unauthorised access, use or disclosure.

You must maintain data security by protecting the confidentiality, integrity and availability of the personal data, defined as follows:

· Confidentiality means that only people who have a need to know and who are authorised to use the personal data can access it.
· Integrity means that personal data is accurate and suitable for the purpose for which it is processed. 
· Availability means that authorised users are able to access the personal data when they need it for authorised purposes. Personal data should therefore be stored on DCG’s central computer system instead of individual PCs.

You must comply with all applicable aspects of our IT Security Policy and not attempt to circumvent the administrative, physical and technical safeguards we implement and maintain in accordance with the Act and relevant standards to protect personal data.

DCG’s security procedures include:

· Entry controls. Any stranger seen in entry-controlled areas should be reported.
· Secure lockable desks and cupboards. Desks and cupboards should be kept locked if they hold confidential information of any kind. (personal data is always considered confidential).
· Methods of disposal. Paper documents should be shredded. Digital storage devices should be physically destroyed when they are no longer required. 
· Equipment. Data users must ensure that individual monitors do not show confidential information to passers-by and that they log off from their PC when it is left unattended.

3.6.2 Reporting a personal data breach

The Act requires data controllers to notify any personal data breach to the applicable regulatory body and, in certain instances, the data subject.

We have put in place procedures to deal with any suspected personal data breach and will notify data subjects or any applicable regulator where we are legally required to do so. Please see our Breach Notification Procedure and Guidelines, available at the Policies, Procedures and Guidelines page on the Derby College Group intranet, for further information on reporting personal data breaches.

3.7	Transferring Personal Data to a Country outside the UK

The Act restricts data transfers to countries outside the UK in order to ensure that the level of data protection afforded to individuals by the Act is not undermined. You transfer Personal Data originating in one country across borders when you transmit, send, view or access that data in or to a different country.

The UK is no longer part of the European Union (EU).  The EU GDPR adequacy decision means that data can continue to flow from the EEA in most cases. The UK government has stated that transfers of data from the UK to the EEA are permitted. 

Restricted transfers from the UK to other countries, including to the EEA, are subject to transfer rules under the UK regime. These UK transfer rules broadly mirror the EU GDPR rules, but the UK has the independence to keep the framework under review.


 We can only transfer data outside of the UK if one of the following conditions applies:

· The UK has issued a decision confirming that the country we transfer the personal data ensures an adequate level of protection for the data subjects' rights and freedoms. 
· The data subject has given his explicit consent to the proposed transfer after being informed of any potential risks.
· Appropriate safeguards are in place such as binding corporate rules, standard contractual clauses approved by the UK GDPR, an approved code of conduct or a certification mechanism, a copy of which can be obtained from the DPO.
· The transfer is necessary for one of the reasons set out in the Act, including the performance of a contract between us and the data subject, reasons of public interest, to establish, exercise or defend legal claims, or to protect the vital interests of the data subject where the data subject is physically or legally incapable of giving Consent and, in some limited cases, for our legitimate interest.

Personal data we hold may also be processed by employees operating outside the UK who work for us or for one of our suppliers. Those employees may be engaged in, among other things, the fulfilment of contracts with the data subject, the processing of payment details and the provision of support services. 

3.8	Processing in line with data subject’s rights and requests

Data subjects have the following rights regarding data processing, and the data that we record about them:

· withdraw consent to processing at any time;
· receive certain information about the data controller’s processing activities;
· request access to their personal data that we hold;
· prevent our use of their personal data for direct marketing purposes;
· ask us to erase personal data if it is no longer necessary in relation to the purposes for which it was collected or processed or to rectify inaccurate data or to complete incomplete data;
· restrict processing in specific circumstances;
· challenge processing which has been justified on the basis of our legitimate interests or in the public interest;
· request a copy of an agreement under which personal data is transferred outside of the EEA;
· object to decisions based solely on automated processing, including profiling (ADM);
· prevent processing that is likely to cause damage or distress to the data subject or anyone else;
· be notified of a Personal Data Breach which is likely to result in high risk to their rights and freedoms;
· make a complaint to the supervisory authority; and
· in limited circumstances, receive or ask for their personal data to be transferred to a third party in a structured, commonly used and machine-readable format.

[bookmark: _Hlk39581272]You must verify the identity of an individual requesting data under any of the rights listed above (do not allow third parties to persuade you into disclosing personal data without proper authorisation). To assist with this process an online form has been developed which data subjects are advised to complete. The form can be found at Data Protection - DCG (derby-college.ac.uk)  

You must immediately forward any data subject request you receive to the DPO and comply with DCG’s data subject response process.

3.9	Accountability 

3.9.1 Appropriate measures

The data controller must implement appropriate technical and organisational measures in an effective manner, to ensure compliance with data protection principles. The data controller is responsible for, and must be able to demonstrate, compliance with the data protection principles.

DCG must have adequate resources and controls in place to ensure and to document data protection/UK GDPR compliance. Our Accountability and Governance Statement is available at the Policies, Procedures and Guidelines page on the Derby College intranet. This policy outlines the governance measure and tools that DCG has implemented to minimise the risk of breaches and uphold the protection of personal data.

3.9.2 Sharing Personal Data

Generally, we are not allowed to share personal data with third parties unless certain safeguards and contractual arrangements have been put in place.

You may only share the personal data we hold with another employee or agent if the recipient has a job-related need to know the information and the transfer complies with any applicable cross-border transfer restrictions.

We may share personal data with any member of our Group, which means our subsidiaries, our ultimate holding company and its subsidiaries, as defined in section 1159 of the UK Companies Act 2006.

We may also disclose personal data we hold to third parties:

· In the event that we sell or buy any business or assets, in which case we may disclose personal data we hold to the prospective seller or buyer of such business or assets.
· If we or substantially all of our assets are acquired by a third party, in which case personal data we hold will be one of the transferred assets.

You may only share the personal data we hold with third parties, such as our service providers if:

a) they have a need to know the information for the purposes of providing the contracted services;
b) sharing the personal data complies with the Privacy Notice provided to the data Subject and, if required, the data subject’s consent has been obtained;
c) the third party has agreed to comply with the required data security standards, policies and procedures and put adequate security measures in place;
d) the transfer complies with any applicable cross border transfer restrictions; and
e) a fully executed written contract that contains UK GDPR approved third party clauses has been obtained.

3.10	Subject access requests
All subject access requests must be dealt with in accordance with our Subject Access Request Procedure and Guidelines, available at Policies, Procedures and Guidelines page on the Derby College Group intranet.
Scope and Limitations
DCG is exposed to potential fines of up to €20 million (approximately £18 million) or 4% of total worldwide annual turnover, whichever is higher and depending on the breach, for failure to comply with the provisions of the Act.
Responsibilities
The DPO is responsible for overseeing this policy. 

Please contact the DPO with any questions about the operation of this policy or the Act or if you have any concerns that this policy is not being or has not been followed. 
The DPO must always be contacted in the following circumstances:

a)	if you are unsure of the lawful basis which you are relying on to process personal data (including the legitimate interests used by DCG);
b)	if you need to rely on consent and/or need to capture explicit consent;
c)	if you need to make an amendment to Privacy Notices or Fair Processing Notices;
d)	if you are unsure about the retention period for the personal data being processed;
e)	if you are unsure about what security or other measures you need to implement to protect personal data;
f)	if there has been a personal data breach;
g)	if you are unsure on what basis to transfer personal data outside the UK;
h)	if you need any assistance dealing with any rights invoked by a data subject;
i)	whenever you are engaging in a significant new, or change in, processing activity which is likely to require a DPIA or plan to use personal data for purposes others than what it was collected for;
j)	If you plan to undertake any activities involving automated processing including profiling or automated decision-making;
k)	If you need help complying with applicable law when carrying out direct marketing activities; or
l)	if you need help with any contracts or other areas in relation to sharing personal data with third parties (including our vendors).

The Senior Leadership Team at DCG is responsible for ensuring that all data users comply with this policy and need to implement appropriate practices, processes, controls and training to ensure such compliance.

All employees are responsible for complying with the 2018 Act/UK GDPR when collecting information about other people (e.g. about students’ course work, opinions about ability, references to other academic institutions, or details of personal circumstances). 

All employees are responsible for ensuring that any personal data which they hold is kept securely, and that personal data is not disclosed either orally or in writing to any unauthorised third party. 

All employees are responsible for checking that any information they provide to DCG in connection with their employment is accurate and up to date. 

All students are responsible for ensuring that any personal data provided to DCG is accurate and up to date. They must also notify the Data Controller on any occasion that they process personal data when using DCG’s computer facilities. 

Any breach of this Policy will lead to disciplinary action being taken, or access to college facilities being withdrawn, or even a criminal prosecution.
Implementation Arrangements
The policy will be implemented by Executive and Senior Leadership members, via the designated Data Protection Officer.

All new employees are made aware of the policy and procedures during the employees formal induction process and have access to this policy via the DCG intranet.  

The roles and responsibilities of employees are clearly identified within the policy and detailed procedure and guidelines.
Monitoring and Review
We reserve the right to change this policy at any time without notice to you, so please check back regularly to obtain the latest copy of this policy. We will also review this policy on an annual basis.

Whilst DCG, as Data Controller, will monitor and review compliance with this Policy, the Office of the Information Commissioner may also review procedures in the case of any specific complaint.

Any initial questions or concerns about the interpretation or operation of this policy should be raised with the Data Protection Officer.

This policy does not override any applicable national data privacy laws and regulations in countries where DCG operates.
Guidelines
Student Reference Request Guidelines
Email Retention Guidelines
DCG Taking and Using Images Guidelines
DCG Audio and Video Recording Guidelines
Keeping Devices and Documents Safe When Working off-site Guidelines

All other guidelines relating to this policy will be contained within the relevant Procedure document. 
Procedures
Breach Notification Procedure
Consent Procedure
Deleting Personal Data Procedure
Subject Access Request Procedure
Data Privacy Impact Assessment Procedure 
Templates / Forms
All templates and forms relating to the Policy will be contained within the relevant Procedure document
Data Privacy Impact Assessments (DPIA) Template
Related Documents
Criminal Offence Data Appropriate Policy Document 
Email Etiquette
DCG Privacy Notice
Accountability and Governance Statement

https://ico.org.uk/for-organisations/
For practical and legal guidance on all aspects of data protection, including the use of CCTV

https://www.jisc.ac.uk/guides/data-protection 
For advice relating to clear guidance and the use of ICT-related data in education.

Remember: data includes hand-written notes as well as more formal word-processed and digitally stored records.
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